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Abstract
Online election platforms face security, usability, and trust prob­
lems. We propose an election platform based on identity wallets, 
which could help overcome these issues. In our setup, voters first 
prove they are eligible to vote by disclosing relevant aspects of 
their identity (such as their student or employee number) to the 
platform, with their identity wallet. They then receive an anony­
mous voting card in their wallet, which they can use to both cast 
their vote and verify that the vote has been counted. Our platform 
is intended for low-stakes elections, such as local consultations or 
student council elections. Its design integrates design recommenda­
tions from existing literature. This paper provides a background on 
(online) elections and relevant design principles, and then presents 
our working prototype as well as future plans to facilitate secure, 
low-stakes online elections that are accessible to all.

CCS Concepts
• Security and privacy → Usability in security and privacy; •
Human-centered computing → Web-based interaction; Usability 
testing; User centered design; Accessibility design and evaluation 
methods.
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1 Introduction
Traditionally, voting in elections has happened on paper. Over the 
past decades, however, some parts of the voting process have been 
digitised in the shape of voting machines [43] and tallying software 
[4]. More recently, solutions for voting over the internet (i-voting) 
have been developed. There are now many platforms for low-stakes 
elections [11, 23, 24, 40], and some used as an addition to postal 
voting [57] or general voting [28] in national elections.
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Elections come with requirements to make sure the outcome is 
trustworthy. For instance, the process should be transparent (so 
voters can believe their vote is counted), votes should be anonymous 
(so people cannot be coerced, meaning they do not sell their votes 
or vote under duress), and each vote should be cast by a single, 
eligible person [18].

Online election platforms have come up with different ways 
to fulfil those requirements. However, a secure election platform 
with great accessibility, usability, and a pleasant user experience 
is still missing [16] (see also subsection 2.1). This is particularly 
problematic because online election platforms are already in use. 
Here, security or usability problems sometimes lead to do-overs 
or debated results, such as in a party leader election of a Dutch 
political party in 2020 [5, 56]. This election had to be repeated 
because attackers could vote multiple times by brute-force guessing 
voting codes sent over email, among other issues. This shows the 
societal need for more secure and usable online election platforms.

In this paper, we build on the idea of using identity wallets to ad­
dress this need for a secure, usable and accessible election platform. 
Identity wallets are an emerging concept that allows providing 
proof of personal attributes (such as one’s name) or anonymous 
attributes (such as one’s nationality). These wallets will become 
widely available in the European Union at the end of 2026, as re­
quired by the eIDAS 2.0 regulation [7]. While identity wallets can 
be used for many purposes, such as authentication for online ser­
vices [13], signing documents [41], or email encryption [19], they 
are also a viable solution for a public election platform. Here, an 
identity wallet can be used to prove voting eligibility and receive 
an anonymous voting card. This card can be used for ballot casting 
and vote verification. A technical system design for this approach 
has already been described, previously [27, 62]. With this work, 
we want to investigate whether this system can be realized in an 
accessible and usable way.

To do that, we are designing and developing Decidos: an election 
platform that uses identity wallets for online decision-making. It 
is meant for low-stakes elections, such as those for (small) share­
holder meetings, homeowners’ associations, internal democracy in 
political parties, student councils, or municipal initiatives. The de­
sign and development are carried out in collaboration with several 
stakeholders in the public and private sectors.

This paper describes the first steps we have taken in designing 
the interface for this system. The main contributions are twofold. 
First, we synthesize and summarize the relevant existing usabil­
ity work that can inform the design of online election platforms 
(section 2). This includes an overview of election requirements, 
open problems in existing systems, and usability recommendations. 
Second, we propose a new interface for an online election platform 
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based on (enhanced) identity wallets that overcomes some of the 
limitations of current platforms: Decidos (section 3). With this, our 
work contributes to the HCI research fields of usable authentication, 
internet voting (i-voting), the usability of identity wallets and their 
applications, and, more generally, the HCI fields of Accessibility 
and Aging; Design, Privacy, and Security; and User Experience and 
Usability .

In the future, we will be evaluating the accessibility and usability 
of our prototype with users to build towards a working election 
platform for low-stakes elections.

2 Background and Related Work
In academia, there has been interest in designing applications for 
identity wallets [19, 41] and usable election platforms [10, 16, 22,
45], see also the long-running E-Vote-ID conference series [9]. In 
the following, we provide a background on elections and identity 
wallets and summarize existing work on election platforms relevant 
to the HCI community.

2.1 Elections
2.1.1 Voting requirements. Multiple researchers have proposed re­
quirements for elections [2, 3, 18, 24, 29, 32], to ensure an election is 
fair and trustworthy. Next to the earlier mentioned anonymous vot­
ing (ballot secrecy), single votes by eligible voters (uniqueness and 
voter eligibility) and transparency (transparency and verifiability), 
Bokslag and de Vries [18] propose accessibility, vote freedom/co­
ercion resistance, and availability as requirements. Additionally, 
Fernandez et al. [29] propose ‘soft’ requirements: voter convenience, 
usability, cost-effectiveness, flexibility, and mobility.

2.1.2 Voting steps. The nature of elections and their requirements 
lead to a common set of steps for voters, but these steps can happen 
in different orders. The basic steps we have identified are: A  getting 
information about the election, B  proving eligibility, C  filling in 
the ballot and then D  casting the ballot. After the election has 
finished, one can also E  view the result. At some point in this 
process, F  verifying one’s own vote can also be an option. We use 
this division of steps to discuss problems with existing platforms 
and map our proposed solution to them.

2.1.3 Election platforms. Next to dedicated election platforms, form 
or survey tools (e.g. Google Forms, LimeSurvey, Cryptpad) or polls 
on social media can also be used for online decision making. Those 
tools, however, lack the (security) features needed to meet election 
requirements, such as ballot secrecy or transparency. Otherwise, 
there are commercial election platforms, but their proprietary na­
ture means the transparency requirement cannot be met, either. This 
leaves an election organiser with open source election platforms.

Two often discussed examples are Helios [11] and Belenios [23]. 
After learning about an election A , voters on both these platforms 
start with filling in their ballot C . In a Helios election, the voter can 
then encrypt and decrypt the ballot to ensure the ballot encryption 
(used to protect vote privacy) works as intended F . Both platforms 
then check eligibility B  before allowing to cast the ballot D . In a 
Belenios election, a voter can then check whether their vote is in 
the ballot box F  by looking for their tracking code on a public list 
(received after casting the ballot).

These existing platforms suffer from usability problems. For 
example, they tend to use technical terms, which are often not 
understood by users, impacting usability [54]. Additionally, both 
proving eligibility and vote verification can be made more usable. 
We describe these challenges in more detail below, as our approach 
could overcome them and thus promises to make these processes 
easier.

2.1.4 Proving eligibility. In existing systems, voters often prove 
their eligibility to vote by entering codes received by email or post. 
This requires an election organiser to know the identities and (email) 
addresses for all voters in advance. Additionally, both email and 
post are not inherently secure [61], meaning attackers could access 
codes for proving eligibility. Code-based eligibility proof is thus 
insecure, high-effort, costly (in the case of postal distribution), and 
therefore not suitable for all types of elections. This is one of the 
issues our platform can resolve by relying on proof stored in an 
identity wallet.

2.1.5 Vote verification. As for vote verification, research has shown 
that people tend to not understand the so-called ‘cast or audit’ ap­
proach of Helios or are entirely unable to verify their vote using it 
[44]. Comparing random strings, such as necessary for verification 
with tracking codes, requires cognitive effort and is susceptible to 
attacks [38, 39, 60]. Additionally, tracking codes need to be remem­
bered or stored by the voter. For any of these methods, because of 
the effort in the procedure, voters are less likely to verify their vote 
[10, 49, 50], let alone report problems [50].

While the concept of vote verification is in itself considered dif­
ficult to understand [35], it has been found that users are willing 
to do it [14, 58], that more verification would lead to a more trust­
worthy election [25], and that verifying one’s vote actively also 
increases individual trust in the election [47, 64]. So, it is desirable 
to achieve a user-friendly verification procedure. Providing (what 
we expect to be) an easy, intuitive way to verify votes is one of the 
key contributions of our prototype.

2.2 Identity Wallets
Identity wallets are apps that allow users to store and share parts of 
their identity. In this concept, identity is treated as a set of personal 
attributes, such as a name, an email or street address, or a date of 
birth; or derivatives, such as being older than 18. Users can retrieve 
their attributes from trusted issuers (often local authorities with an 
administration, such as the governmental resident register). The 
issuer signs these attributes cryptographically, so that any party 
receiving attributes from a wallet can be sure of the validity and 
authenticity of the attribute by verifying said signature. Disclos­
ing these attributes with the wallet to online services allows users 
to sign in to platforms or prove their age, without exposing un­
necessary personal information [13]. Others have already found 
that identity wallets can help address usability problems and have 
created accessible tools for sending encrypted files [19] or signing 
digital documents [41] based on identity wallets. With our work, 
we hope to do the same in the context of elections. In this context, 
we use blind issuance, where issuers sign a randomly generated 
identifier without knowing the identifier [8]. While this feature is 
not part of the European requirements for identity wallets [6], it 
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does exist in Yivi, the front-runner open source wallet that we use. 
This allows the creation of unique, anonymous, trusted attributes. 
We can use this to create a voting card with a voting number that 
only the voter knows, thereby ensuring voter anonymity while 
preventing duplicate votes.

The underlying idea of using identity wallets for voting in this 
manner is not new. It has been discussed in a Bachelor’s thesis by 
Doesburg [27] on using identity wallets for proving eligibility and 
issuing an anonymous voting card. Furthermore, Verwoert [62] 
analysed cyber attack scenarios for such a setup in his Master’s 
thesis. Outside of the academic context, Alders [12] investigated 
the user experience with a mock election for the best art piece in 
a public exhibition. Yet, to the best of our knowledge, there is no 
prior scientific exploration of interface design decisions, nor an 
investigation of the accessibility, usability, experience, and trust in 
this setup. Simply put, an academic HCI perspective on identity 
wallet-based voting that puts the user at the center is still missing. 
We also have not seen a comparison to existing platforms, so we 
can expand on this work and fill those knowledge gaps. To this end, 
we build on what is known about election usability and trust.

2.3 Usability in Elections
In addition to the previously mentioned usability problems with 
existing platforms, evaluations of voting processes have led to 
suggestions that can inform the design of election platforms. For 
instance, the voting and verification processes can best be divided 
over separate screens for the individual steps [34, 39, 45]. On those 
screens, ‘easy’ looking instructions (short text, large type) written 
in plain language are preferred by voters and lead them to vote 
more accurately; and with a simple ballot design, few instructions 
are needed, and this allows voters to focus on the voting [54, 59]. 
Additionally, a simple, bare ballot design also prevents steering 
[55]. So as not to influence the election outcome, the order of ballot 
options should be randomised, too [17, 31, 37, 48].

To increase trust, extra information about one’s vote (such as 
the time of casting) can be shown as part of the verification [36] 
and clear explanations of and interaction with security features 
help [26, 64]; as does allowing re-casting a ballot, which also helps 
counter coercion [63]. Lastly, allowing verification also builds trust, 
provided that it is a simple procedure that is announced and ex­
plained before voting, available immediately after voting, and com­
municated with a clear follow-up scenario in the case of problems 
[45, 47]. There should also be additional verification levels for more 
expert users [64]. To increase how often vote verification happens, 
it helps to mention risks, norms, or analogies [51].

We aim to build an online platform based on identity wallets that 
integrates these suggestions, while fulfilling the above mentioned 
election requirements to the extent this is achievable for online 
elections (also see subsection 4.1).

3 Decidos
To investigate whether we can realise an accessible, usable election 
platform using identity wallets, we are developing and testing an 
online election platform called Decidos. Here, we will describe the 
user flow and setup, and highlight a few design decisions, together 
with the literature to support those decisions.

3.1 User Flow and Setup
Based on previous work [12, 27, 62], we propose the following 
process (visualised in Figure 1), matched to the steps mentioned 
in subsection 2.1: First, voters learn about an election through an 
email, a flyer, a letter, or a shared link A  and start the voting flow, 
using the identity wallet to prove eligibility and, in turn, receive an 
anonymous voting card in their wallet B . Then, they move on to 
the ballot, where they select a choice C  and cast (technically: sign) 
the ballot with their voting card D . Optionally (but recommended), 
they can now check if the anonymous voting number (part of the 
voting card) is in the list of received votes F . Later, they can view 
the results E . Then, too, they can verify their vote F . Both during 
and after the election, experts (eligible voters or not) can download 
the current set of votes for secondary count and vote signature 
verification.

This system is spread over several servers [62]: The eligibility 
server only allows a voter to prove their eligibility and get a vot­
ing card ( B ), the voting server allows a voter to fill in and cast 
their ballot ( C  & D ) and the tallying server collects the votes and 
publishes the results and the information required to verify the 
count ( E  & F ). The split between these servers (and preferably 
organisations) is meant to separate responsibilities and guarantee 
anonymity of the votes.

3.2 Interface Design
Based on the usability suggestions described in subsection 2.3 and 
the system described in subsection 3.1, we have created a web-based 
prototype with a new interface design, building on the concept of 
voting using identity wallets. The front-end is fully functional and 
allows users to experience a realistic voting flow.

3.2.1 Voting process. In the prototype, the voting process is split 
over one step per screen [39, 45], and switches between the website 
of the election platform and the identity wallet app (Yivi). Switching 
from the website to the app happens by pressing a button (when 
voting on one mobile device, Figure 2) or scanning a QR code 
(when the wallet is on a different device). The amount of text and 
other interface elements is limited, and short text is written in 
plain language (e.g. ‘see whether your vote was counted’, not ‘vote 
verification’) [54, 59]. The process steps are listed on the first page 
(Figure 3), to let voters know what to expect and, by mentioning the 
verification step, hopefully increasing the number of verifications 
[45]. The ballot is kept simple and text-only [55] (Figure 4), with the 
choices shown in a random order [17, 31, 37, 48]. On the page shown 
after casting the ballot, the option is shown to re-cast a ballot (with 
a different choice) as an optional next step [63]. For verification, the 
user discloses their anonymous voting number from their wallet 
(Figure 5), removing the manual task of finding and comparing 
random strings (which causes problems with traditional tracking 
code verification [38, 39, 60]) and improving cognitive accessibility. 
On the verification screen, instructions are provided for handling 
incorrectly counted votes, if any, along with contact options [45].

3.2.2 Accessibility. The prototype adheres to the WCAG level AAA 
[21], using e.g. semantic markup (to ensure compatibility with 
assistive technologies such as screen readers) and colours with 
good contrast to meet the accessibility requirement. Here, too, the 
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Decidos

Election platform

Yivi

Identity wallet

Eligibility server

Election <topic>

Election information & process


Get your voting card

Explanation eligibility & voting card


You can now vote

Link to next server

Sharing personal info

e.g. postal code

Share data

e.g. student or employee number


Add data

Voting card with anon. voting number


Voting server

Fill in your ballot

Form with options

Cast your ballot

Selected ballot option


Your vote is stored

Link to vote verification


Sharing personal info

e.g. postal code

Sign and share

With voting number, shows ballot option


Sharing personal info

e.g. postal code

Tallying server

See whether your vote was counted


Vote verification

Your vote was counted


With contact options

Outcome

Winner and vote counts


Share data

Anonymous voting number


Sharing personal info

e.g. postal code

Sharing personal info

e.g. postal code

Figure 1: The user flow as it switches between the election platform (Decidos) and the identity wallet (Yivi), as well as the three servers. The 
bold text is the main title of each screen.

(a) The platform links to the iden­
tity wallet using a button (or a QR 
code for cross device linking)

(b) The identity wallet (Yivi) 
shows the user what data they are 
asked to share

(c) The voting card; the anony­
mous voting number is created 
after pressing ‘Add data’

(d) After receiving the voting 
card, the user is redirected back 
to the voting platform

Figure 2: Sharing data to prove eligibility to get a voting card. In this case: sharing one’s postal code to prove living in a neighbourhood. The 
colours of the election platform respond to the user’s operating system settings (dark or light mode).

plain language instructions help meet the WCAG reading level 
requirement. Likewise, the prototype is responsive, matching the 
user’s screen size and their font size, colour, or motion preferences 
(see also Figure 2 versus Figure 3), to make sure it works on as many 
devices as possible, for voter convenience, mobility and usability
[29].

3.2.3 Split servers. As mentioned, the process is split over multiple 
servers (subsection 3.1). One way of communicating this split server 
design to users, is by applying the branding (logo, background 
colour, and font) of their respective hosting organisations to the 
screens served by the different servers (Figure 3, Figure 4, Figure 5b).

4 Discussion, Future Work and Conclusion
Identity wallets appear to make security usable and accessible 
[19, 41], and voting using identity wallets has been shown to be 
technically feasible [27, 62]. In current online voting platforms, 

eligibility proving often relies on email and a complete list of voters 
and their email addresses, making it insecure and impractical. With 
an identity wallet-based approach, no voter list is required, and 
other or additional attributes can be used (e.g. employee or student 
number), which is arguably more flexible and secure. Furthermore, 
as Marky et al. [44] and others [10] have shown, vote verification 
is not yet usable on existing platforms. Verification using identity 
wallets could address such usability problems. Taking the require­
ments listed by Bokslag and de Vries [18] and Fernandez et al. [29] 
into account, as well as the usability suggestions described in sub­
section 2.3, we hope that our proposed setup can facilitate secure, 
remote elections in situations where this was not possible before.

4.1 Limitations
There are a few limitations to the design and usefulness of Decidos. 
The usefulness of such an election platform (or other wallet-based 
applications) depends on the widespread use of identity wallets. The 
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Figure 3: The voting process is described on the first screen in as 
little text as possible, already pointing to vote verification.

Figure 4: The voting process is split over different servers. This can 
be shown through branding (e.g. colour, logo, font).

eIDAS 2.0 legislation [7] makes the adoption more likely. Blindly 
signed attributes (needed for the anonymous voting cards), however, 
are not (yet) part of the architecture and reference framework [6], 
but they are part of Yivi [1], an existing open source identity wallet.

Furthermore, Decidos has some limitations that apply to online 
voting in general. For one, no online election platform with current 
technology will be suitable for high-stakes elections, because of e.g. 
malware, which is more likely to be used as an attack on higher 
stakes elections and impacts vote freedom [15]. Extra measures are 
needed to ensure availability, such as protection against denial-
of-service attacks [53]. Finally, by moving an election fully online, 
people who lack digital access (either because of skills or infras­
tructure) are excluded from participating [30, 52]. This means that 
for broad accessibility, more work is needed to also facilitate elec­
tions held in a hybrid format. Otherwise, the election requirements 
mentioned in subsection 2.1 should be met using our approach.

4.2 Evaluation
We plan to further evaluate the usability, user experience, and ac­
cessibility of our design. Since using identity wallets in the voting 
process is a new approach, we wish to learn how their use impacts 
the voting experience and whether users understand the role the 
identity wallet plays. More specifically, we are interested in whether 
explicitly communicating the split server design in the interface 
improves users’ trust and understanding (or possibly, causes con­
fusion and mistrust). We also wonder how the type and amount of 

attributes shared for proving eligibility affects something like the 
experience of (vote) anonymity.

We will research these topics in usability tests, where we ask 
participants to vote in a fictitious election, twice. We will measure 
efficiency (e.g. time to completion for marking the ballot and for 
vote verification, as described by Marky et al. [46]) and effectiveness 
(completion rate). With a System Usability Scale [20] and a User 
Experience Questionnaire [42] we will measure satisfaction. Lastly, 
we will measure trust with a yet to be designed survey, building on 
the work of Marky et al. [46] and Jacobs et al. [33].

Before the participants vote, we will let them interact with two 
identity wallet demos (authentication and age verification) to get 
them familiar with the concept. After experiencing these demos 
and some initial questions, the voters will read a letter from the 
election organiser introducing the fictitious election. This letter will 
direct them to the prototype (through a QR code or URL). There 
are three versions of the prototype (no communication about the 
split server design, textual communication but no visual differences, 
or textual communication and different branding; see subsubsec­
tion 3.2.3). Each participant will vote using a random selection of 
two of the those versions. To ensure a representative measurement 
of efficiency, we will not intervene during the first voting round. 
While using the second version, we will ask the participant to think 
aloud and ask for reflections on the differences between the two 
prototype versions. For this test we will recruit a diverse group of 
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(a) The wallet discloses the anonymous voting 
number when the user presses ‘Share data’.

(b) The platform looks up the disclosed voting number in the list of counted votes. It 
shows the voter’s own number, in bold, in the context of the full list.

Figure 5: The user does not need to remember or compare strings, but instead shares the voting number from their wallet

participants using snowball sampling in addition to recruitment 
through posters, flyers, and online posts.

To ensure the accessibility of the design, we will also test the 
prototype with people with different kinds of (situational) impair­
ments and low (digital) literacy. Here, the focus will be primarily 
on finding and resolving issues, but we will measure efficiency, 
effectiveness and satisfaction, too.

While we initially focus on the voter, we also want to explore 
the organiser side, for example, to investigate the usability and user 
experience of setting up elections, and to gain insights into how 
organizers can best set up a ballot in a neutral (non-steering) way, 
since this seems to be an underexposed topic in literature.

4.3 Conclusion
With the emergence of identity wallets under eIDAS 2.0, a usable 
and accessible election platform based on these wallets is a worth­
while research direction. In this paper we propose such a platform, 
called Decidos. What we learn from evaluating this platform will 

add to existing research on wallet applications [19, 41], and election 
platforms (e.g. [47, 64]). Ultimately, and most importantly, a more 
usable, accessible, and secure election platform could strengthen 
democracy by fostering opportunities for trustworthy citizen par­
ticipation.

Acknowledgments
We thank Laura Kolijn for her work on the back-end for Decidos. 
For their continuous feedback we want to thank both her and Mattis 
van ’t Schip. Additionally, we thank our HAN colleagues for our 
pleasant collaboration. Next, we want to thank Leon Botros and 
Bernard van Gastel for their work on the original technical setup. 
Lastly, we thank the CHI’26 reviewers for their thoughtful remarks.

This publication is part of the project Building on Digital Identity 
with file number KICH1.VE05.23.002 of the research programme 
Cybersecurity for digital resilience which is partly financed by the 
Dutch Research Council (NWO) under the grant https://doi.org/10.
61686/RHKYE89439.

https://doi.org/10.61686/RHKYE89439
https://doi.org/10.61686/RHKYE89439


Decidos: Accessible, Usable and Secure Voting in Low-stakes Elections Using Identity Wallets CHI EA ’26, April 13–17, 2026, Barcelona, Spain

References
[1] [n. d.].  Yivi - Jouw digitale identiteit in één app.  https://www.yivi.app/. 
[2] 2004.  Recommendation of the Committee of Ministers to Member States on Legal, 

Operational and Technical Standards for e-Voting. 
[3] 2013.  Elke stem telt | Elektronisch stemmen en tellen.  Technical Report. Com­

missie onderzoek elektronisch stemmen in het stemlokaal p/a Ministerie van 
Binnenlandse Zaken en Koninkrijksrelaties, Den Haag. 

[4] 2016.  OSV2020 en EML - Verkiezingen.  https://www.kiesraad.nl/verkiezin­
gen/osv-en-eml. 

[5] 2020.  Hugo de Jonge wint nipt lijsttrekkersverkiezing CDA.  https://nos.nl/ar­
tikel/2340764-hugo-de-jonge-wint-nipt-lijsttrekkersverkiezing-cda. 

[6] 2025.  Architecture and Reference Framework.  https://eu-
digital-identity-wallet.github.io/eudi-doc-architecture-and-reference-
framework/2.7.3/architecture-and-reference-framework-main/. 

[7] 2025.  European Digital Identity (EUDI) Regulation.  https://digital-strategy.ec.eu­
ropa.eu/en/policies/eudi-regulation. 

[8] 2025.  Randomblind Issuance.  https://docs.yivi.app/randomblind/. 
[9] 2026.  Past Conferences.  https://e-vote-id.org/past-conferences/. 

[10] Claudia Z. Acemyan, Philip Kortum, Michael D. Byrne, and Dan S. Wallach. 
2014.  Usability of Voter Verifiable, End-to-end Voting Systems: Baseline Data for 
Helios, Prêt à Voter, and Scantegrity II.  USENIX Journal of Election Technology 
and Systems (JETS) (2014), 26–56. 

[11] Ben Adida. 2008.  Helios: Web-based Open-Audit Voting.  (Aug. 2008). 
[12] Mike Alders. 2021.  Pilot IRMAvote - OpenStad .  Pilot report. openresearch.ams­

terdam. 
[13] Gergely Alpár, Fabian van den Broek, Brinda Hampiholi, Bart Jacobs, Wouter 

Lueks, and Sietse Ringers. 2017.  IRMA: Practical, Decentralized and Privacy-
Friendly Identity Management Using Smartphones. In 10th Workshop on Hot 
Topics in Privacy Enhancing Technologies. Minneapolis. 

[14] Mohammed Alsadi and Steve Schneider. 2020.  Verify My Vote: Voter Experience. 
In E-Vote-ID 2020 . TALTECH Press, Tallinn (Estonia). 

[15] Andrew Appel. 2026.  Internet Voting Is Insecure and Should Not Be Used in 
Public Elections.  https://blog.citp.princeton.edu/2026/01/16/internet-voting-is-
insecure-and-should-not-be-used-in-public-elections/. 

[16] Matthew Bernhard, Josh Benaloh, J. Alex Halderman, Ronald L. Rivest, Peter Y. A. 
Ryan, Philip B. Stark, Vanessa Teague, Poorvi L. Vora, and Dan S. Wallach. 2017. 
Public Evidence from Secret Ballots.  arXiv:1707.08619 [cs] doi:10.48550/arXiv.
1707.08619

[17] Jens Blom-Hansen, Jørgen Elklit, Søren Serritzlew, and Louise Riis Villadsen. 
2016.  Ballot Position and Election Results: Evidence from a Natural Experiment. 
Electoral Studies 44 (Dec. 2016), 172–183. doi:10.1016/j.electstud.2016.06.019

[18] Wouter Bokslag and Manon de Vries. 2016.  Evaluating E-Voting: Theory and 
Practice.  arXiv:1602.02509 [cs] doi:10.48550/arXiv.1602.02509

[19] Leon Botros, Merel Brandon, Bart Jacobs, Daniel Ostkamp, Hanna Schraffen­
berger, and Marloes Venema. 2023.  PostGuard: Towards Easy and Secure Email 
Communication. In Extended Abstracts of the 2023 CHI Conference on Human Fac­
tors in Computing Systems (CHI EA ’23). Association for Computing Machinery, 
New York, NY, USA, 1–6. doi:10.1145/3544549.3585622

[20] John Brooke. 1996.  SUS - A Quick and Dirty Usability Scale.  In Usability Evaluation 
In Industry, Patrick W. Jordan, B. Thomas, McClelland Ian Lyall, and Bernard 
Weerdmeester (Eds.). CRC Press, London, 189–194. 

[21] Alastair Campbell, Chuck Adams, Rachael Bradley Montgomery, Michael Cooper, 
and Andrew Kirkpatrick. 2024.  Web Content Accessibility Guidelines (WCAG) 2.2 . 
W3C Recommendation. W3C. 

[22] Bryan A. Campbell, Chad C. Tossell, Michael D. Byrne, and Philip Kortum. 
2014.  Toward More Usable Electronic Voting: Testing the Usability of a Smart­
phone Voting System.  Human Factors 56, 5 (Aug. 2014), 973–985. doi:10.1177/
0018720813519266

[23] Véronique Cortier, Pierrick Gaudry, and Stéphane Glondu. 2019.  Belenios: A 
Simple Private and Verifiable Electronic Voting System.  In Foundations of Secu­
rity, Protocols, and Equational Reasoning, Joshua D. Guttman, Carl E. Landwehr, 
José Meseguer, and Dusko Pavlovic (Eds.). Vol. 11565. Springer International 
Publishing, Cham, 214–238. doi:10.1007/978-3-030-19052-1_14

[24] L.F. Cranor and R.K. Cytron. 1997.  Sensus: A Security-Conscious Electronic 
Polling System for the Internet. In Proceedings of the Thirtieth Hawaii International 
Conference on System Sciences, Vol. 3. 561–570 vol.3. doi:10.1109/HICSS.1997.
661700

[25] Chris Culnane, Peter Y. A. Ryan, Steve Schneider, and Vanessa Teague. 2015. 
vVote: A Verifiable Voting System.  ACM Trans. Inf. Syst. Secur. 18, 1 (June 2015), 
3:1–3:30. doi:10.1145/2746338

[26] Verena Distler, Tamara Gutfleisch, Carine Lallemand, Gabriele Lenzini, and Vin­
cent Koenig. 2022.  Complex, but in a Good Way? How to Represent Encryption 
to Non-Experts through Text and Visuals – Evidence from Expert Co-Creation 
and a Vignette Experiment.  Computers in Human Behavior Reports 5 (March 
2022), 100161. doi:10.1016/j.chbr.2021.100161

[27] J. J. J. Doesburg. 2020.  Using IRMA for (Small Scale) Digital Elections.  Bachelor 
Thesis. Radboud University, Nijmegen. 

[28] Piret Ehin, Mihkel Solvak, Jan Willemson, and Priit Vinkel. 2022.  Internet Voting 
in Estonia 2005–2019: Evidence from Eleven Elections.  Government Information 
Quarterly 39, 4 (Oct. 2022), 101718. doi:10.1016/j.giq.2022.101718

[29] Eduardo B. Fernandez, David L. La Red, and José I. Peláez. 2013.  A Concep­
tual Approach to Secure Electronic Elections Based on Patterns.  Government 
Information Quarterly 30, 1 (Jan. 2013), 64–73. doi:10.1016/j.giq.2012.08.001

[30] Nicole Goodman, Michael McGregor, Jérôme Couture, and Sandra Breux. 2018. 
Another Digital Divide? Evidence That Elimination of Paper Voting Could Lead 
to Digital Disenfranchisement.  Policy & Internet 10, 2 (2018), 164–184. doi:10.
1002/poi3.168

[31] Darren Grant. 2017.  The Ballot Order Effect Is Huge: Evidence from Texas.  Public 
Choice 172, 3 (Sept. 2017), 421–442. doi:10.1007/s11127-017-0454-8

[32] Engelbert Hubbers, Bart Jacobs, Berry Schoenmakers, Henk van Tilborg, and 
Benne de Weger. 2008.  Description and Analysis of the RIES Internet Voting 
System.  Technical Report. Eindhoven Institute for the Protection of Systems and 
Information. 

[33] K. Jacobs, M. Lubbers, N. Spierings, and R. Voogd. 2026.  Dutch Parliamentary 
Election Study 2023 (DPES/NKO 2023). doi:10.17026/SS/D62YTH

[34] Tiffany S. Jastrzembski and Neil Charness. 2007.  What Older Adults Can Teach 
Us About Designing Better Ballots.  Ergonomics in Design 15, 4 (Oct. 2007), 6–11. 
doi:10.1518/106480407X255198

[35] Fatih Karayumak, Michaela Kauer, M. Maina Olembo, Tobias Volk, and Melanie 
Volkamer. 2011.  User Study of the Improved Helios Voting System Interfaces. In 
2011 1st Workshop on Socio-Technical Aspects in Security and Trust (STAST). 37–44. 
doi:10.1109/STAST.2011.6059254

[36] Arne Koitmäe, Jan Willemson, and Priit Vinkel. 2021.  Vote Secrecy and Voter 
Feedback in Remote Voting – Can We Have Both?. In Electronic Voting, Robert 
Krimmer, Melanie Volkamer, David Duenas-Cid, Oksana Kulyk, Peter Rønne, 
Mihkel Solvak, and Micha Germann (Eds.). Springer International Publishing, 
Cham, 140–154. doi:10.1007/978-3-030-86942-7_10

[37] Jonathan Gs Koppell and Jennifer A. Steen. 2004.  The Effects of Ballot Position 
on Election Outcomes.  The Journal of Politics 66, 1 (Feb. 2004), 267–281. doi:10.
1046/j.1468-2508.2004.00151.x

[38] Oksana Kulyk, Jan Henzel, Karen Renaud, and Melanie Volkamer. 2019.  Compar­
ing “Challenge-Based” and “Code-Based” Internet Voting Verification Implemen­
tations. In Human-Computer Interaction – INTERACT 2019 , David Lamas, Fer­
nando Loizides, Lennart Nacke, Helen Petrie, Marco Winckler, and Panayiotis Za­
phiris (Eds.). Springer International Publishing, Cham, 519–538. doi:10.1007/978-
3-030-29381-9_32

[39] Oksana Kulyk, Melanie Volkamer, Monika Müller, and Karen Renaud. 2020.  To­
wards Improving the Efficacy of Code-Based Verification in Internet Voting. In 
Financial Cryptography and Data Security, Matthew Bernhard, Andrea Brac­
ciali, L. Jean Camp, Shin’ichiro Matsuo, Alana Maurushat, Peter B. Rønne, and 
Massimiliano Sala (Eds.). Springer International Publishing, Cham, 291–309. 
doi:10.1007/978-3-030-54455-3_21

[40] Ralf Küsters, Johannes Müller, Enrico Scapin, and Tomasz Truderung. 2016.  sElect: 
A Lightweight Verifiable Remote Voting System. In 2016 IEEE 29th Computer 
Security Foundations Symposium (CSF). 341–354. doi:10.1109/CSF.2016.31

[41] Yorick Last, Jorrit Geels, and Hanna Schraffenberger. 2024.  Digital Dotted Lines: 
Design and Evaluation of a Prototype for Digitally Signing Documents Using 
Identity Wallets. In Extended Abstracts of the CHI Conference on Human Factors 
in Computing Systems (CHI EA ’24). Association for Computing Machinery, New 
York, NY, USA, 1–11. doi:10.1145/3613905.3650977

[42] Bettina Laugwitz, Theo Held, and Martin Schrepp. 2008.  Construction and Eval­
uation of a User Experience Questionnaire. In HCI and Usability for Educa­
tion and Work, Andreas Holzinger (Ed.). Springer, Berlin, Heidelberg, 63–76. 
doi:10.1007/978-3-540-89350-9_6

[43] Seunghyun ”Tina” Lee, Yilin Elaine Liu, Ljilja Ruzic, and Jon Sanford. 2016. 
Universal Design Ballot Interfaces on Voting Performance and Satisfaction of 
Voters with and without Vision Loss. In Proceedings of the 2016 CHI Conference 
on Human Factors in Computing Systems (CHI ’16). Association for Computing 
Machinery, New York, NY, USA, 4861–4871. doi:10.1145/2858036.2858567

[44] Karola Marky, Oksana Kulyk, Karen Renaud, and Melanie Volkamer. 2018.  What 
Did I Really Vote For? On the Usability of Verifiable E-Voting Schemes. In Pro­
ceedings of the 2018 CHI Conference on Human Factors in Computing Systems
(CHI ’18). Association for Computing Machinery, New York, NY, USA, 1–13. 
doi:10.1145/3173574.3173750

[45] Karola Marky, Verena Zimmermann, Markus Funk, Jörg Daubert, Kira Bleck, and 
Max Mühlhäuser. 2020.  Improving the Usability and UX of the Swiss Internet 
Voting Interface. In Proceedings of the 2020 CHI Conference on Human Factors in 
Computing Systems (CHI ’20). Association for Computing Machinery, New York, 
NY, USA, 1–13. doi:10.1145/3313831.3376769

[46] Karola Marky, Marie-Laure Zollinger, Markus Funk, Peter Y. A. Ryan, and Max 
Mühlhäuser. 2020.  How to Assess the Usability Metrics of E-Voting Schemes. In 
Financial Cryptography and Data Security , Andrea Bracciali, Jeremy Clark, Fed­
erico Pintore, Peter B. Rønne, and Massimiliano Sala (Eds.). Springer International 
Publishing, Cham, 257–271. doi:10.1007/978-3-030-43725-1_18

https://arxiv.org/abs/1707.08619
https://doi.org/10.48550/arXiv.1707.08619
https://doi.org/10.48550/arXiv.1707.08619
https://doi.org/10.1016/j.electstud.2016.06.019
https://arxiv.org/abs/1602.02509
https://doi.org/10.48550/arXiv.1602.02509
https://doi.org/10.1145/3544549.3585622
https://doi.org/10.1177/0018720813519266
https://doi.org/10.1177/0018720813519266
https://doi.org/10.1007/978-3-030-19052-1_14
https://doi.org/10.1109/HICSS.1997.661700
https://doi.org/10.1109/HICSS.1997.661700
https://doi.org/10.1145/2746338
https://doi.org/10.1016/j.chbr.2021.100161
https://doi.org/10.1016/j.giq.2022.101718
https://doi.org/10.1016/j.giq.2012.08.001
https://doi.org/10.1002/poi3.168
https://doi.org/10.1002/poi3.168
https://doi.org/10.1007/s11127-017-0454-8
https://doi.org/10.17026/SS/D62YTH
https://doi.org/10.1518/106480407X255198
https://doi.org/10.1109/STAST.2011.6059254
https://doi.org/10.1007/978-3-030-86942-7_10
https://doi.org/10.1046/j.1468-2508.2004.00151.x
https://doi.org/10.1046/j.1468-2508.2004.00151.x
https://doi.org/10.1007/978-3-030-29381-9_32
https://doi.org/10.1007/978-3-030-29381-9_32
https://doi.org/10.1007/978-3-030-54455-3_21
https://doi.org/10.1109/CSF.2016.31
https://doi.org/10.1145/3613905.3650977
https://doi.org/10.1007/978-3-540-89350-9_6
https://doi.org/10.1145/2858036.2858567
https://doi.org/10.1145/3173574.3173750
https://doi.org/10.1145/3313831.3376769
https://doi.org/10.1007/978-3-030-43725-1_18


CHI EA ’26, April 13–17, 2026, Barcelona, Spain Floris M. Jansen, Hanna Schraffenberger, and Bart Jacobs

[47] Karola Marky, Marie-Laure Zollinger, Peter Roenne, Peter Y. A. Ryan, Tim Grube, 
and Kai Kunze. 2021.  Investigating Usability and User Experience of Individually 
Verifiable Internet Voting Schemes.  ACM Trans. Comput.-Hum. Interact. 28, 5 
(Sept. 2021), 30:1–30:36. doi:10.1145/3459604

[48] Marc Meredith and Yuval Salant. 2013.  On the Causes and Consequences of Ballot 
Order Effects.  Political Behavior 35, 1 (March 2013), 175–197. doi:10.1007/s11109-
011-9189-2

[49] Ester Moher, Jeremy Clark, and Aleksander Essex. 2014.  Diffusion of Voter 
Responsibility: Potential Failings In E2E Voter Receipt Checking.  USENIX Journal 
of Election Technology and Systems (JETS) 1 (2014), 1–17. 

[50] Christina Nissen, Oksana Kulyk, Melanie Volkamer, Lara Elisabeth Fredrich, 
and Helena Hermansen. 2024.  Tracking Code-based Verification - Design and 
Evaluation. In E-Vote-ID 2024. Gesellschaft für Informatik, 85–100. 

[51] M. Maina Olembo, Karen Renaud, Steffen Bartsch, and Melanie Volkamer. 2014. 
Voter, What Message Will Motivate You To Verify Your Vote?. In Proceedings 2014 
Workshop on Usable Security . Internet Society, San Diego, CA. doi:10.14722/usec.
2014.23038

[52] Anne Marie Oostveen and Peter Van Den Besselaar. 2009.  Users’ Experiences 
with e-Voting: A Comparative Case Study.  International Journal of Electronic 
Governance 2, 4 (2009), 357. doi:10.1504/IJEG.2009.030527

[53] Sunoo Park, Michael Specter, Neha Narula, and Ronald L Rivest. 2021.  Going 
from Bad to Worse: From Internet Voting to Blockchain Voting.  Journal of 
Cybersecurity 7, 1 (Feb. 2021), tyaa025. doi:10.1093/cybsec/tyaa025

[54] Janice (Ginny) Redish, Dana E Chisnell, Ethan Newby, Sharon J Laskowski, and 
Svetlana Lowry. 2009.  Report of Findings : Use of Language in Ballot Instructions
(0 ed.).  Technical Report NIST IR 7556. National Institute of Standards and 
Technology, Gaithersburg, MD. NIST IR 7556 pages. doi:10.6028/NIST.IR.7556

[55] Andrew Reynolds and Marco Steenbergen. 2006.  How the World Votes: The 
Political Consequences of Ballot Design, Innovation and Manipulation.  Electoral 
Studies 25, 3 (Sept. 2006), 570–598. doi:10.1016/j.electstud.2005.06.009

[56] Joost Schellevis. 2020.  Lijsttrekkersverkiezing CDA moet over vanwege risico 
op manipulatie.  https://nos.nl/artikel/2339987-lijsttrekkersverkiezing-cda-moet-
over-vanwege-risico-op-manipulatie. 

[57] Uwe Serdult, Micha Germann, Fernando Mendez, Alicia Portenier, and Christoph 
Wellig. 2015.  Fifteen Years of Internet Voting in Switzerland [History, Governance 
and Use]. In 2015 Second International Conference on eDemocracy & eGovernment 
(ICEDEG). 126–132. doi:10.1109/ICEDEG.2015.7114482

[58] Mihkel Solvak. 2020.  Does Vote Verification Work: Usage and Impact of Con­
fidence Building Technology in Internet Voting. In Electronic Voting, Robert 
Krimmer, Melanie Volkamer, Bernhard Beckert, Ralf Küsters, Oksana Kulyk, 
David Duenas-Cid, and Mihkel Solvak (Eds.). Springer International Publishing, 
Cham, 213–228. doi:10.1007/978-3-030-60347-2_14

[59] Kathryn Summers, Dana Chisnell, Drew Davies, Noel Alton, and Megan Mc­
Keever. 2014.  Making Voting Accessible: Designing Digital Ballot Marking for 
People with Low Literacy and Mild Cognitive Disabilities. In 2014 Electronic 
Voting Technology Workshop/Workshop on Trustworthy Elections (EVT/WOTE 14). 

[60] Joshua Tan, Lujo Bauer, Joseph Bonneau, Lorrie Faith Cranor, Jeremy Thomas, 
and Blase Ur. 2017.  Can Unicorns Help Users Compare Crypto Key Fingerprints?. 
In Proceedings of the 2017 CHI Conference on Human Factors in Computing Systems
(CHI ’17). Association for Computing Machinery, New York, NY, USA, 3787–3798. 
doi:10.1145/3025453.3025733

[61] Cristian Thiago Moecke and Melanie Volkamer. 2013.  Usable Secure Email 
Communications: Criteria and Evaluation of Existing Approaches.  Informa­
tion Management & Computer Security 21, 1 (March 2013), 41–52. doi:10.1108/
09685221311314419

[62] Marc-William Verwoert. 2021.  Cyberattack Scenarios for Remote Electronic Voting 
Consultations Using IRMA.  Master’s thesis. Radboud University, Nijmegen. 

[63] Melanie Volkamer, Oliver Spycher, and Eric Dubuis. 2011.  Measures to Estab­
lish Trust in Internet Voting. In Proceedings of the 5th International Conference 
on Theory and Practice of Electronic Governance (ICEGOV ’11). Association for 
Computing Machinery, New York, NY, USA, 1–10. doi:10.1145/2072069.2072071

[64] Marie-Laure Zollinger, Ehsan Estaji, Peter Y. A. Ryan, and Karola Marky. 2021. 
“Just for the Sake of Transparency”: Exploring Voter Mental Models of Verifiability. 
In Electronic Voting, Robert Krimmer, Melanie Volkamer, David Duenas-Cid, 
Oksana Kulyk, Peter Rønne, Mihkel Solvak, and Micha Germann (Eds.). Springer 
International Publishing, Cham, 155–170. doi:10.1007/978-3-030-86942-7_11

https://doi.org/10.1145/3459604
https://doi.org/10.1007/s11109-011-9189-2
https://doi.org/10.1007/s11109-011-9189-2
https://doi.org/10.14722/usec.2014.23038
https://doi.org/10.14722/usec.2014.23038
https://doi.org/10.1504/IJEG.2009.030527
https://doi.org/10.1093/cybsec/tyaa025
https://doi.org/10.6028/NIST.IR.7556
https://doi.org/10.1016/j.electstud.2005.06.009
https://doi.org/10.1109/ICEDEG.2015.7114482
https://doi.org/10.1007/978-3-030-60347-2_14
https://doi.org/10.1145/3025453.3025733
https://doi.org/10.1108/09685221311314419
https://doi.org/10.1108/09685221311314419
https://doi.org/10.1145/2072069.2072071
https://doi.org/10.1007/978-3-030-86942-7_11

	Abstract
	1 Introduction
	2 Background and Related Work
	2.1 Elections
	2.2 Identity Wallets
	2.3 Usability in Elections

	3 Decidos
	3.1 User Flow and Setup
	3.2 Interface Design

	4 Discussion, Future Work and Conclusion
	4.1 Limitations
	4.2 Evaluation
	4.3 Conclusion

	Acknowledgments
	References

