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Abstract

Online election platforms face security, usability, and trust prob-
lems. We propose an election platform based on identity wallets,
which could help overcome these issues. In our setup, voters first
prove they are eligible to vote by disclosing relevant aspects of
their identity (such as their student or employee number) to the
platform, with their identity wallet. They then receive an anony-
mous voting card in their wallet, which they can use to both cast
their vote and verify that the vote has been counted. Our platform
is intended for low-stakes elections, such as local consultations or
student council elections. Its design integrates design recommenda-
tions from existing literature. This paper provides a background on
(online) elections and relevant design principles, and then presents
our working prototype as well as future plans to facilitate secure,
low-stakes online elections that are accessible to all.
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1 Introduction

Traditionally, voting in elections has happened on paper. Over the
past decades, however, some parts of the voting process have been
digitised in the shape of voting machines [43] and tallying software
[4]. More recently, solutions for voting over the internet (i-voting)
have been developed. There are now many platforms for low-stakes
elections [11, 23, 24, 40], and some used as an addition to postal
voting [57] or general voting [28] in national elections.
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Elections come with requirements to make sure the outcome is
trustworthy. For instance, the process should be transparent (so
voters can believe their vote is counted), votes should be anonymous
(so people cannot be coerced, meaning they do not sell their votes
or vote under duress), and each vote should be cast by a single,
eligible person [18].

Online election platforms have come up with different ways
to fulfil those requirements. However, a secure election platform
with great accessibility, usability, and a pleasant user experience
is still missing [16] (see also subsection 2.1). This is particularly
problematic because online election platforms are already in use.
Here, security or usability problems sometimes lead to do-overs
or debated results, such as in a party leader election of a Dutch
political party in 2020 [5, 56]. This election had to be repeated
because attackers could vote multiple times by brute-force guessing
voting codes sent over email, among other issues. This shows the
societal need for more secure and usable online election platforms.

In this paper, we build on the idea of using identity wallets to ad-
dress this need for a secure, usable and accessible election platform.
Identity wallets are an emerging concept that allows providing
proof of personal attributes (such as one’s name) or anonymous
attributes (such as one’s nationality). These wallets will become
widely available in the European Union at the end of 2026, as re-
quired by the eIDAS 2.0 regulation [7]. While identity wallets can
be used for many purposes, such as authentication for online ser-
vices [13], signing documents [41], or email encryption [19], they
are also a viable solution for a public election platform. Here, an
identity wallet can be used to prove voting eligibility and receive
an anonymous voting card. This card can be used for ballot casting
and vote verification. A technical system design for this approach
has already been described, previously [27, 62]. With this work,
we want to investigate whether this system can be realized in an
accessible and usable way.

To do that, we are designing and developing Decidos: an election
platform that uses identity wallets for online decision-making. It
is meant for low-stakes elections, such as those for (small) share-
holder meetings, homeowners’ associations, internal democracy in
political parties, student councils, or municipal initiatives. The de-
sign and development are carried out in collaboration with several
stakeholders in the public and private sectors.

This paper describes the first steps we have taken in designing
the interface for this system. The main contributions are twofold.
First, we synthesize and summarize the relevant existing usabil-
ity work that can inform the design of online election platforms
(section 2). This includes an overview of election requirements,
open problems in existing systems, and usability recommendations.
Second, we propose a new interface for an online election platform
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based on (enhanced) identity wallets that overcomes some of the
limitations of current platforms: Decidos (section 3). With this, our
work contributes to the HCI research fields of usable authentication,
internet voting (i-voting), the usability of identity wallets and their
applications, and, more generally, the HCI fields of Accessibility
and Aging; Design, Privacy, and Security; and User Experience and
Usability.

In the future, we will be evaluating the accessibility and usability
of our prototype with users to build towards a working election
platform for low-stakes elections.

2 Background and Related Work

In academia, there has been interest in designing applications for
identity wallets [19, 41] and usable election platforms [10, 16, 22,
45], see also the long-running E-Vote-ID conference series [9]. In
the following, we provide a background on elections and identity
wallets and summarize existing work on election platforms relevant
to the HCI community.

2.1 Elections

2.1.1  Voting requirements. Multiple researchers have proposed re-
quirements for elections [2, 3, 18, 24, 29, 32], to ensure an election is
fair and trustworthy. Next to the earlier mentioned anonymous vot-
ing (ballot secrecy), single votes by eligible voters (uniqueness and
voter eligibility) and transparency (transparency and verifiability),
Bokslag and de Vries [18] propose accessibility, vote freedom/co-
ercion resistance, and availability as requirements. Additionally,
Fernandez et al. [29] propose ‘soft’ requirements: voter convenience,
usability, cost-effectiveness, flexibility, and mobility.

2.1.2  Voting steps. The nature of elections and their requirements
lead to a common set of steps for voters, but these steps can happen
in different orders. The basic steps we have identified are: @) getting
information about the election, @) proving eligibility, @ filling in
the ballot and then @) casting the ballot. After the election has
finished, one can also @) view the result. At some point in this
process, @ verifying one’s own vote can also be an option. We use
this division of steps to discuss problems with existing platforms
and map our proposed solution to them.

2.1.3  Election platforms. Next to dedicated election platforms, form
or survey tools (e.g. Google Forms, LimeSurvey, Cryptpad) or polls
on social media can also be used for online decision making. Those
tools, however, lack the (security) features needed to meet election
requirements, such as ballot secrecy or transparency. Otherwise,
there are commercial election platforms, but their proprietary na-
ture means the transparency requirement cannot be met, either. This
leaves an election organiser with open source election platforms.

Two often discussed examples are Helios [11] and Belenios [23].
After learning about an election (&), voters on both these platforms
start with filling in their ballot (C). In a Helios election, the voter can
then encrypt and decrypt the ballot to ensure the ballot encryption
(used to protect vote privacy) works as intended (F). Both platforms
then check eligibility (B) before allowing to cast the ballot (D). In a
Belenios election, a voter can then check whether their vote is in
the ballot box (F) by looking for their tracking code on a public list
(received after casting the ballot).
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These existing platforms suffer from usability problems. For
example, they tend to use technical terms, which are often not
understood by users, impacting usability [54]. Additionally, both
proving eligibility and vote verification can be made more usable.
We describe these challenges in more detail below, as our approach
could overcome them and thus promises to make these processes
easier.

2.1.4  Proving eligibility. In existing systems, voters often prove
their eligibility to vote by entering codes received by email or post.
This requires an election organiser to know the identities and (email)
addresses for all voters in advance. Additionally, both email and
post are not inherently secure [61], meaning attackers could access
codes for proving eligibility. Code-based eligibility proof is thus
insecure, high-effort, costly (in the case of postal distribution), and
therefore not suitable for all types of elections. This is one of the
issues our platform can resolve by relying on proof stored in an
identity wallet.

2.1.5 Vote verification. As for vote verification, research has shown
that people tend to not understand the so-called ‘cast or audit’ ap-
proach of Helios or are entirely unable to verify their vote using it
[44]. Comparing random strings, such as necessary for verification
with tracking codes, requires cognitive effort and is susceptible to
attacks [38, 39, 60]. Additionally, tracking codes need to be remem-
bered or stored by the voter. For any of these methods, because of
the effort in the procedure, voters are less likely to verify their vote
[10, 49, 50], let alone report problems [50].

While the concept of vote verification is in itself considered dif-
ficult to understand [35], it has been found that users are willing
to do it [14, 58], that more verification would lead to a more trust-
worthy election [25], and that verifying one’s vote actively also
increases individual trust in the election [47, 64]. So, it is desirable
to achieve a user-friendly verification procedure. Providing (what
we expect to be) an easy, intuitive way to verify votes is one of the
key contributions of our prototype.

2.2 Identity Wallets

Identity wallets are apps that allow users to store and share parts of
their identity. In this concept, identity is treated as a set of personal
attributes, such as a name, an email or street address, or a date of
birth; or derivatives, such as being older than 18. Users can retrieve
their attributes from trusted issuers (often local authorities with an
administration, such as the governmental resident register). The
issuer signs these attributes cryptographically, so that any party
receiving attributes from a wallet can be sure of the validity and
authenticity of the attribute by verifying said signature. Disclos-
ing these attributes with the wallet to online services allows users
to sign in to platforms or prove their age, without exposing un-
necessary personal information [13]. Others have already found
that identity wallets can help address usability problems and have
created accessible tools for sending encrypted files [19] or signing
digital documents [41] based on identity wallets. With our work,
we hope to do the same in the context of elections. In this context,
we use blind issuance, where issuers sign a randomly generated
identifier without knowing the identifier [8]. While this feature is
not part of the European requirements for identity wallets [6], it
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does exist in Yivi, the front-runner open source wallet that we use.
This allows the creation of unique, anonymous, trusted attributes.

We can use this to create a voting card with a voting number that
only the voter knows, thereby ensuring voter anonymity while
preventing duplicate votes.

The underlying idea of using identity wallets for voting in this
manner is not new. It has been discussed in a Bachelor’s thesis by
Doesburg [27] on using identity wallets for proving eligibility and
issuing an anonymous voting card. Furthermore, Verwoert [62]
analysed cyber attack scenarios for such a setup in his Master’s
thesis. Outside of the academic context, Alders [12] investigated
the user experience with a mock election for the best art piece in
a public exhibition. Yet, to the best of our knowledge, there is no
prior scientific exploration of interface design decisions, nor an
investigation of the accessibility, usability, experience, and trust in
this setup. Simply put, an academic HCI perspective on identity

wallet-based voting that puts the user at the center is still missing.

We also have not seen a comparison to existing platforms, so we
can expand on this work and fill those knowledge gaps. To this end,
we build on what is known about election usability and trust.

2.3 Usability in Elections

In addition to the previously mentioned usability problems with
existing platforms, evaluations of voting processes have led to
suggestions that can inform the design of election platforms. For
instance, the voting and verification processes can best be divided
over separate screens for the individual steps [34, 39, 45]. On those
screens, ‘easy’ looking instructions (short text, large type) written
in plain language are preferred by voters and lead them to vote
more accurately; and with a simple ballot design, few instructions

are needed, and this allows voters to focus on the voting [54, 59].

Additionally, a simple, bare ballot design also prevents steering
[55]. So as not to influence the election outcome, the order of ballot
options should be randomised, too [17, 31, 37, 48].

To increase trust, extra information about one’s vote (such as
the time of casting) can be shown as part of the verification [36]
and clear explanations of and interaction with security features
help [26, 64]; as does allowing re-casting a ballot, which also helps
counter coercion [63]. Lastly, allowing verification also builds trust,
provided that it is a simple procedure that is announced and ex-
plained before voting, available immediately after voting, and com-
municated with a clear follow-up scenario in the case of problems
[45, 47]. There should also be additional verification levels for more
expert users [64]. To increase how often vote verification happens,
it helps to mention risks, norms, or analogies [51].

We aim to build an online platform based on identity wallets that
integrates these suggestions, while fulfilling the above mentioned
election requirements to the extent this is achievable for online
elections (also see subsection 4.1).

3 Decidos

To investigate whether we can realise an accessible, usable election
platform using identity wallets, we are developing and testing an
online election platform called Decidos. Here, we will describe the
user flow and setup, and highlight a few design decisions, together
with the literature to support those decisions.
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3.1 User Flow and Setup

Based on previous work [12, 27, 62], we propose the following
process (visualised in Figure 1), matched to the steps mentioned
in subsection 2.1: First, voters learn about an election through an
email, a flyer, a letter, or a shared link @ and start the voting flow,
using the identity wallet to prove eligibility and, in turn, receive an
anonymous voting card in their wallet (B). Then, they move on to
the ballot, where they select a choice (C) and cast (technically: sign)
the ballot with their voting card (D). Optionally (but recommended),
they can now check if the anonymous voting number (part of the
voting card) is in the list of received votes (F). Later, they can view
the results (E). Then, too, they can verify their vote (F). Both during
and after the election, experts (eligible voters or not) can download
the current set of votes for secondary count and vote signature
verification.

This system is spread over several servers [62]: The eligibility
server only allows a voter to prove their eligibility and get a vot-
ing card (B)), the voting server allows a voter to fill in and cast
their ballot (C) & (D)) and the tallying server collects the votes and
publishes the results and the information required to verify the
count () & (F)). The split between these servers (and preferably
organisations) is meant to separate responsibilities and guarantee
anonymity of the votes.

3.2 Interface Design

Based on the usability suggestions described in subsection 2.3 and
the system described in subsection 3.1, we have created a web-based
prototype with a new interface design, building on the concept of
voting using identity wallets. The front-end is fully functional and
allows users to experience a realistic voting flow.

3.2.1 Voting process. In the prototype, the voting process is split
over one step per screen [39, 45], and switches between the website
of the election platform and the identity wallet app (Yivi). Switching
from the website to the app happens by pressing a button (when
voting on one mobile device, Figure 2) or scanning a QR code
(when the wallet is on a different device). The amount of text and
other interface elements is limited, and short text is written in
plain language (e.g. ‘see whether your vote was counted’, not ‘vote
verification’) [54, 59]. The process steps are listed on the first page
(Figure 3), to let voters know what to expect and, by mentioning the
verification step, hopefully increasing the number of verifications
[45]. The ballot is kept simple and text-only [55] (Figure 4), with the
choices shown in a random order [17, 31, 37, 48]. On the page shown
after casting the ballot, the option is shown to re-cast a ballot (with
a different choice) as an optional next step [63]. For verification, the
user discloses their anonymous voting number from their wallet
(Figure 5), removing the manual task of finding and comparing
random strings (which causes problems with traditional tracking
code verification [38, 39, 60]) and improving cognitive accessibility.
On the verification screen, instructions are provided for handling
incorrectly counted votes, if any, along with contact options [45].

3.2.2  Accessibility. The prototype adheres to the WCAG level AAA
[21], using e.g. semantic markup (to ensure compatibility with
assistive technologies such as screen readers) and colours with
good contrast to meet the accessibility requirement. Here, too, the
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Figure 1: The user flow as it switches between the election platform (Decidos) and the identity wallet (Yivi), as well as the three servers. The

bold text is the main title of each screen.

Election Design lepstraat Share my data X

tunicipality

mm?’ Decidos is asking for your data. This is
a known party that has registered itself
with Yivi.

What does this mean?

Get your voting card

For this election, you need to prove you live Ehaclnvataiitibecidos

in Gemeente Nijmegen. You do this through

the Yivi app.
. . Demo Address
You then get an anonymous voting card in ymr by Demo Municipality
your Yivi app. With that, you can cast your
vote. Postal code
6522JW

Get your voting card using y in7

Open Yivi app

Add data X Election Design lepstraat

Municipality

Do you want to add this data to your Yivi app?

> Step1of4

ywvi

You can now vote

You got an anonymous voting card in your
Yivi app.

Demo Voting Card

by Demo Voting Card Issuer

Election
Gemeente Nijmegen: Design lepstraat

Election website
http://192.168.178.22:5173/usability-test-0/
en/ballot-casting/

Start date
24-2-2026

End date
25-2-2026

Valid until
August 20, 2026

[ Cancel ]

Sharable
Unlimited

(a) The platform links to the iden-
tity wallet using a button (or a QR
code for cross device linking)

(b) The identity wallet (Yivi)
shows the user what data they are
asked to share

(c) The voting card; the anony-
mous voting number is created
after pressing ‘Add data’

(d) After receiving the voting
card, the user is redirected back
to the voting platform

Figure 2: Sharing data to prove eligibility to get a voting card. In this case: sharing one’s postal code to prove living in a neighbourhood. The
colours of the election platform respond to the user’s operating system settings (dark or light mode).

plain language instructions help meet the WCAG reading level
requirement. Likewise, the prototype is responsive, matching the
user’s screen size and their font size, colour, or motion preferences
(see also Figure 2 versus Figure 3), to make sure it works on as many
devices as possible, for voter convenience, mobility and usability
[29].

3.2.3 Split servers. As mentioned, the process is split over multiple
servers (subsection 3.1). One way of communicating this split server
design to users, is by applying the branding (logo, background
colour, and font) of their respective hosting organisations to the
screens served by the different servers (Figure 3, Figure 4, Figure 5b).

4 Discussion, Future Work and Conclusion

Identity wallets appear to make security usable and accessible
[19, 41], and voting using identity wallets has been shown to be
technically feasible [27, 62]. In current online voting platforms,

eligibility proving often relies on email and a complete list of voters
and their email addresses, making it insecure and impractical. With
an identity wallet-based approach, no voter list is required, and
other or additional attributes can be used (e.g. employee or student
number), which is arguably more flexible and secure. Furthermore,
as Marky et al. [44] and others [10] have shown, vote verification
is not yet usable on existing platforms. Verification using identity
wallets could address such usability problems. Taking the require-
ments listed by Bokslag and de Vries [18] and Fernandez et al. [29]
into account, as well as the usability suggestions described in sub-
section 2.3, we hope that our proposed setup can facilitate secure,
remote elections in situations where this was not possible before.

4.1 Limitations

There are a few limitations to the design and usefulness of Decidos.
The usefulness of such an election platform (or other wallet-based
applications) depends on the widespread use of identity wallets. The
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Municipality

Election Design lepstraat

What do you want to happen with the existing parking spots on the lepstraat in
Nijmegen?

* People who live in Nijmegen and are over 16 are allowed to vote.

* You can vote on the 18th of January, between 9:00 and 21:00.

Voting takes four steps

1. Get your voting card
Prove that you may vote and get a voting card in your Yivi app.

2. Fillin your ballot

Make a choice and fill it in on the ballot.

3. Cast your ballot
Hand in your voting card and ballot, together.

4. Confirm your vote was counted
See whether your voting card is part of the list of counted votes.

After the election has finished, you can see the outcome.

Start voting

» What is Yivi?

Decidos

Election Design Iepstraat

> Step 2 of 4
Fill in your ballot

What do you want to happen with the existing
parking spots on the Iepstraat in Nijmegen?

Keep the parking places
Create a playground
Replace two parking spots with waste containers

None of the above (empty ballot)

Continue to casting vote

Wissel naar het Nederlands

Figure 3: The voting process is described on the first screen in as
little text as possible, already pointing to vote verification.

eIDAS 2.0 legislation [7] makes the adoption more likely. Blindly
signed attributes (needed for the anonymous voting cards), however,
are not (yet) part of the architecture and reference framework [6],
but they are part of Yivi [1], an existing open source identity wallet.
Furthermore, Decidos has some limitations that apply to online
voting in general. For one, no online election platform with current
technology will be suitable for high-stakes elections, because of e.g.
malware, which is more likely to be used as an attack on higher
stakes elections and impacts vote freedom [15]. Extra measures are
needed to ensure availability, such as protection against denial-
of-service attacks [53]. Finally, by moving an election fully online,
people who lack digital access (either because of skills or infras-
tructure) are excluded from participating [30, 52]. This means that
for broad accessibility, more work is needed to also facilitate elec-
tions held in a hybrid format. Otherwise, the election requirements
mentioned in subsection 2.1 should be met using our approach.

4.2 Evaluation

We plan to further evaluate the usability, user experience, and ac-
cessibility of our design. Since using identity wallets in the voting
process is a new approach, we wish to learn how their use impacts
the voting experience and whether users understand the role the
identity wallet plays. More specifically, we are interested in whether
explicitly communicating the split server design in the interface
improves users’ trust and understanding (or possibly, causes con-
fusion and mistrust). We also wonder how the type and amount of

Figure 4: The voting process is split over different servers. This can
be shown through branding (e.g. colour, logo, font).

attributes shared for proving eligibility affects something like the
experience of (vote) anonymity.

We will research these topics in usability tests, where we ask
participants to vote in a fictitious election, twice. We will measure
efficiency (e.g. time to completion for marking the ballot and for
vote verification, as described by Marky et al. [46]) and effectiveness
(completion rate). With a System Usability Scale [20] and a User
Experience Questionnaire [42] we will measure satisfaction. Lastly,
we will measure trust with a yet to be designed survey, building on
the work of Marky et al. [46] and Jacobs et al. [33].

Before the participants vote, we will let them interact with two
identity wallet demos (authentication and age verification) to get
them familiar with the concept. After experiencing these demos
and some initial questions, the voters will read a letter from the
election organiser introducing the fictitious election. This letter will
direct them to the prototype (through a QR code or URL). There
are three versions of the prototype (no communication about the
split server design, textual communication but no visual differences,
or textual communication and different branding; see subsubsec-
tion 3.2.3). Each participant will vote using a random selection of
two of the those versions. To ensure a representative measurement
of efficiency, we will not intervene during the first voting round.
While using the second version, we will ask the participant to think
aloud and ask for reflections on the differences between the two
prototype versions. For this test we will recruit a diverse group of
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a known party that has registered itself
with Yivi.

What does this mean?

Share my data with Decidos

» Step 4 of 4

Your vote was counted

Your voting number is on the list of counted votes. Only you know this number
is yours.

514.
515.

X 516.

. . Demo Voting Card
by Demo Voting Card Issuer 517.
518.

09Amy7VaOPC6e0ukcjpoVzJfCq910cl9oPghSwBy)Bp
kfKpE9SPLjowLODNBToiyB896KtSYDMmk5zaDhUg90S
tIC0A8f7e5AUAN2uNBWEysP8CG5G2Cp)1sRIvlihOpG
8EFfUTW0ZwW2BmPC9G361IHBIcmjrZvTssGDpBMdRInZ
iZujb2NI6gOrhFAG6617yl4gPD3Akrochtx6kun67yV

Election

View all counted voting numbers

Gemeente Nijmegen: Inrichting lepstraat

Anonymous voting number
tICOA8f7e5AUAN2uNBWEYsP8CG5G2CpJ1sR
IvlihOpG

If you have any concerns about the result, please contact the election
organiser:

o Call +31 20 1234567

» Or send an email to election@example.org

You can see the election outcome from 3/3/2026 at 10:00 AM.

View the outcome

(a) The wallet discloses the anonymous voting
number when the user presses ‘Share data’.

(b) The platform looks up the disclosed voting number in the list of counted votes. It
shows the voter’s own number, in bold, in the context of the full list.

Figure 5: The user does not need to remember or compare strings, but instead shares the voting number from their wallet

participants using snowball sampling in addition to recruitment
through posters, flyers, and online posts.

To ensure the accessibility of the design, we will also test the
prototype with people with different kinds of (situational) impair-
ments and low (digital) literacy. Here, the focus will be primarily
on finding and resolving issues, but we will measure efficiency,
effectiveness and satisfaction, too.

While we initially focus on the voter, we also want to explore
the organiser side, for example, to investigate the usability and user
experience of setting up elections, and to gain insights into how
organizers can best set up a ballot in a neutral (non-steering) way,
since this seems to be an underexposed topic in literature.

4.3 Conclusion

With the emergence of identity wallets under eIDAS 2.0, a usable
and accessible election platform based on these wallets is a worth-
while research direction. In this paper we propose such a platform,
called Decidos. What we learn from evaluating this platform will

add to existing research on wallet applications [19, 41], and election
platforms (e.g. [47, 64]). Ultimately, and most importantly, a more
usable, accessible, and secure election platform could strengthen
democracy by fostering opportunities for trustworthy citizen par-
ticipation.
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